A management
approach for
migrating to

the public cloud

EUWAIT: Yasser Zeineldin, Managing Director, LiveRoute and CEO,
cHosting DataFort explains how the complex process of migraling to
the public cloud can be enabled by adopling a management
approach.

The henelits of migraling to a public cloud platform are now
becoming increasingly well known. Whether small and medium busi-
nesses or large enlerprises, there are mulliple large-scale benedits.
While using a cloud platform, businesses no longer need Lo invest in
hardware and compuling infrastructures. These are now hosted in the
cloud platform. They can choose to opt for the services that best suit
their businesses and pay for them based on their usage. This is the
pay as vou use model,

On the flip side, businesses thal choose Lo migrale Lo using a pub-
lic cloud platform need o accept a vanilla formula of leatures and
usually have limited flexibility to change them. But the smooth func-
Lioning and uptime of the cloud platform is managed by a specialist
hosling provider. Hence, businesses do nol need Lo navigate and
invest in the challenges of keeping themsebves abreast of the latest
Lechnologies.

For businesses that have been using technology on-site and wish
Lo access the benelils of a cloud platform, there are migralion best
practices to move forward. These ensure that an established way of
working on-site is smoothly rebuill on the cloud platform without
minimum interruption Lo day 1o day business.

Moreover, securily practices thal have been established on-site
need to be migrated and reset to work in the cloud without Tailure,
These often require discussion with the cloud hosting sery
provider as well as with any third-parly supplicrs. By lollowing a
managemenl-based approach Lo migration, business can ensure that
they encounter minimum interruption Lo their day to day business.

When inilialing a project thal involves migration o the public
cloud, making a checklist of critical factors is crucial. This helps to
prioritize and draws altention Lo a rall back plan in case things do not
run smoothly. Here is a list of the top seven factors thal you should
Lake into consideration.

1. Database structure and

You wanl all vour data to be migrated in its original format and
wanl Lo use il ol the cloud in the same way. However, many databas
e thal run from the cloud have dilferent structures than their on-<ile
counlerparts. This is one arca that you really need to look into from
the beginning. The same differences are likely Lo appear in applica-
Lions that have cloud and on-premises variants.

2. Identify the operating system
The performance of an application and its database are also
dependent on the operating system and ils version that i running

on-site. Il the public cloud environ-
menl is using a differenl operating
system or a dilferent version of the
same operating system, plan lor varia-
Lions in performance and response.

3. Monitor all points of cross-over

The migration team must monitor
the progress and success of the public
cloud migration at various cross-over
points including IP servers, 11" gate-
ways, storage applicalion and third-
parly suppliers. Legacy applications
that are being managed by oul-
sourced .wuppljors, associated with
long-term support contracts are high
probability points of [ailure, at least in
the initial stages. They need to be giv-
en more Lime and atlention Lo reduce the impact of failures,
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4.4 architecture
Not all applications are cloud ready. Ascertain that the applica-
Lions thal you are using on-premises are ready to be used in the

cloud. Scalability and open APs are a crilical part of cloud robust-
ness and eloud-ready application architeclures.

5. Identify all redundancies

During an on-sile Lo public cloud migration, redundancies and
backups and roll back plans are a greal idea. Bul once the migration
plan has been compleled and signed off, keeping redundancies in
place play no role, and are an added cost. Decommission these
resources in a planned manner.

6. What's inside those SLA agreements

Having a closer look al the service level agreements with all third-
parly suppliers involved in the migration, as well as responsibilities
belore, during, and after the migration is critical. Who is responsible
lor verification of the dala integrity post migration, who is responsi-
ble for the securily of the cloud platform once completed, and who is
responsible for a specific failure, are important eve openers,

7. Objectives of migration

What are the short, medium- and long-term objectives of the
cloud migration activity ? How are they Lo be balanced during the roll
oul? Single-lenant or mulli-lenant oplions can make a big dilference
in cosling bul can give huge relurns in application availability and
response and finally customer experience. When do you need to go
all oul, is an important cost Lo benefil question and key component of
Lhe stralegy.

A critical success [actor in any cloud migration is Lo build digital
readiness for the business. On the other hand, for a customer, the
expectation is a flawless application performance thal is responsive
without delay and displays information that is expected in the way
they want il. A botched and mismanaged cloud migration exercise,
may nol only delay the digital transformation journey of the business,
bul will also play havoe with building and retaining its new and ever
changing digital and Internet customers. There can be no bigger loss
than this one.




