Why you cannotignore a layered approach in cloud security
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HE MOVEMENT OF APPLI-

CATIONS and data to the

cloud needs to be bal-

anced by an equivalent
investment into security solutions
to protect those assets now being
used from the cloud.

The lack of understanding of the
importance of security in the cloud
can be linked to going away for a
vacation and entrusting the keys
with a stranger. Any movement to-
wards usage of applications and.
storing of data in the cloud needs
to be balanced, by an equivalent
investment in security solutions
supporting that movement.

The more critical the system in-
frastructure, data folders and busi-
ness workloads being moved from
on-premises to in-cloud, the more
rigorous should be the security
evaluation required to protect data
through eneryption and end-user
access to applications.

By default, cloud service provid-
ers tend to roll out shared security
responsibility models around user
access for their services. Budget-
ing for security in the cloud by
end-users, starts by considering
which applications and infrastruc-
ture elements will be hosted in the
cloud. In a software-as-a-service
(SaaS) model, the cloud provider
will usually guarantee the integrity
and scalability of the hosted appli-
cation, ensuring that there are sel-
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dom workload failures. However,
end-users need to opt for securing
user identity and user access to ap-
plications in the public cloud, as
well as data encryption, through
their own additional investments.
For infrastructure-as-a-service
(TaaS), almost the entire security
environment is left to the manage-
ment of the end-user,

Such investments must be suf-
ficient to ensure that security stan-
dards in the cloud are compliant
with the organisation’s security
policy, and also at par with those
implemented on-preiises. Global
research surveys indicate that data
breaches from the cloud remain
the biggest concerns for end-users
migrating to Saa$ or IaaS.

A layered security approach uses
multiple, different, security con-
trols to protect underlying data
and applications in the cloud from
malicious threats. A layered ap-
proach is also part of a military
strategy to slow down attackers,
since they have to penetrate mul-
tiple and successive layers of de-
fense. A layered security approach
is also similar to a ‘swiss-cheese’
model of defence.

In the swiss-cheese model, each
layer of cheese may have holes dis-
tributed in random across their sur-
faces. If each layer of cheese was the

same, the holes would line up. Butif

the layers of cheese are different,
each layer of cheese presents a
varied distribution of holes,
that when stacked on top
of each other, do not
line up. Almost, a
perfect barrier.
Much like
the  swiss-
cheese model,
a layered secu-
rity approach,
uses best of breed
security solutions,
from multiple vendors,

When used in a consecutive fash-

ion in layers, to fortify networks,
applications, and data, a layer
stack of solutions can offer a
spectable defence in the cloud.

The swiss-cheese layer model
attempts to protect weaknesses in

the security layer above, by not

having the same weaknesses with-
in or in subsequent layers, rather
having stronger protection in the
corresponding positions where a
weakness exists above. While
sounding relatively straight for-
ward in description, the swiss-
cheese model does have its limita-
tions unless implemented in a
diligent fashion.

If the approach of layering secu-
rity solutions from multiple ven-
dors is followed in an ad-hoc fash-
ion and the various solutions are
incompatible with each other, this
may lead to more complexity and
continuing weaknesses. And in es-
sence, the swiss-cheese defence
layer will fail. Using multiple solu-

1 ‘ty and may offer a 51gn1ﬁcant
cost benefit.
The best of breed approach, as

a third alternative, is an attempt-

" ed combination of the best of

both worlds. This includes the
best security solutions available
for each layer, that are interoper-
able, cost-effective and fit into a
holistic organisational security
strategy and security policy. Im-
plementing the swiss-cheese
model does require operational
planning and user training.

Cloud security

The swiss-cheese layers required
to secure a cloud platform can be
categorised into three areas:

System security: Thisis typically
securing the infrastructure
plumbing including operating

systems, networks, virtual ma-
chines, management dashboards,
utilities and containers. Service
providers that automatically ap-
ply patches and make updates
are preferable since they
are helping end-users to
secure their environ-
ments. This is
mostly applica-
ble to infra-
structure as a
service and
platform as
a service.

Application- secu-
. rity: This is about en-
g the IT department to limit

the extent to which end users can

use a cloud application, without
following the organisation’s access
and security policies. Once the IT
department has visibility into user
behaviour through policies, the
next step is to apply multi-factor
authentication and identity man-
agement. Multi-factor authentica-
tion uses multiple devices or ap-
plications to verify the status and
presence of the end-user. k
Identity management creates a
single-user sign-on, thereby se-
curing the access of any end user,

‘ Data breaches from the
cloud remain the biggest
concerns for end-users
migrating to software-as-
a-service or infrastructure-
as-a-service

as well as applying the policies of
the organisation, to any cloud-
based login. A virtual private net-
work connection helps to secure
access to any cloud login. All
these measures help the IT or-
ganisation to gain control over
user behaviour and not rely on
the cloud service provider for this
level of security.

Data security: Cloud service pro-
viders are not responsible for the
security of the data generated by
the end-user through usage of
cloud applications. End user data
saved in the cloud needs to be en-
crypted and moreover, the keys for
the encryption need to be avail-
able with the IT organisation.
While moving data back and forth
from the cloud, the data should
remain encrypted during transfer.

In summary, cloud security is
not an afterthought. It is well built
into the original security policy
and is an extension of the on-
premises, security policies into
cloud based, application work-
loads and data creation.

Since the stakes around cloud
security are high, the responsibil-
ity needs to be shared between the
cloud services provider and the
end user organisation. A well-pre-
pared, service level agreement will
go a long way towards ensuring
this important goal.
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