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 ECENT MONTHS have seen
several outrageous cyber-
attacks dramatically com-
2 promise the functions and
. data of several businesses, govern-
~ ments and organisations across the

~ time, the extent and scope of their
- attacks were often limited in the
‘past — high profile cyber-attacks
tended to be the ones that compro-
mised or breached heavily defend-
ed and access restricted networks.
The last two years in particular
have, by contrast, witnessed at-
tacks that are remarkable for the
sheer number of networks they
have compromised and the wide-

fected. The skills and services of
IT Security Service pro-
iders are being tested by the up-
ying in instances of ransomware,
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data theft and several other mani-
festations of cyber-crime.- These
threats can no longer be consid-
ered fringe or unlikely concerns for
‘the average enterprise.

As IoT applications and mobile

globe. While hackers have been a  connectivity become the norm rath-
hreat for a considerable amount of  er than exception and their advan-

tages too favourable to ignore, the
ability of hackers to compromise
networks through distributed denial
of services (DDoS) is becoming an
ever-increasing concern for Man-
aged Security Services. The ability
of hackers to establish a ‘botnet’ of
compromised devices to aggres-
sively and efficiently widen the
scope of their attack rapidly also
presents a dynamic moving target
for any remedial action, further
raising concerns. While technology
based solutions still form the core of
the response, it is also imperative to

widen the scope and purview of pre-

‘ Networks and their
administrators must find
a compromise between
ease of access and

containment of possible
threats — proactively and

ON an ongoing Dasis

ventative and anticipatory strategies.

The Middle East has traditionally
relied on geo-blocking and isolating
networks to dissuade and block hack-

ers. However, with the rise of mobile

connectivity and IoT applications,

-such strategies are increasingly inad-

equate and open to being circumvent-
ed by localised device botnets. The
malafide recruitment of distributed
computing power in order to launch
an attack is now easy to access
through very few compromised de-
vices and the wide profusion of con-
nected devices leaves no network in-
herently safe —however isolated it is
by traditionally accepted standards.
Managed IT Security Service pro-

viders in Dubai are no longer taking

for granted that their network secu-
rity filters constitute an adequate de-
fence from hackers. The cost of
launching an attack is so low, the
technology so easily accessible and
possible business and functional 1im-
pact so severe, that far more compre-
hensive strategies and solutions are
being put into place in response.

Concerns and solutions

A rethink regarding the layers and
type of authentication involved in
granting access is emerging as one of
the key strategic solutions to emerg-
ing threats. Rapidly diagnosing and
isolating compromised devices and
network segm
a non-negotiable ability for networks

now. Malware can gestate in a host
network for months, familiansing it-

- selfwith the ins and outs of adminis-

trative practices, mapping entire seg-

'ments in the network and key data

locations, before an a_ti_:ack is
launched. It is, therefore critical that
the scope, frequency and type of de-
tection oriented practices are also
adequate in the identification and

ents in real time is also.

Under attack: How to beat the cybercriminals

isolation of threats. Once a network
has been breached by malware, it is
often standard everyday functions
and operations that help it to spread

and access other devices — it 1s criti-

cal that processes are rejigged to ad-
dress both lean functionality and se-
cure operations. Both legacy systems
as well as the latest plethora of con-
nected devices bring their own vul-
nerabilities to the table and a com-

prehensive response strategy requires
that both types of vulnerabilities are
addressed.

Essentially, networks and their ad-
ministrators must find a compromise
between ease of access and contain-
ment of possible threats —proactive-
ly and on an ongoing basis. While
early detection and comprehensive
but unobtrusive layers of network se-
curity form the core of most Man-
aged IT Security Service providers

strategies, the involvement oftheclt- (&

ent enterprise is essential. Traiung
of employees in best practices that
optimise security, establishment of
proactive standard pracedures and

having a comprehensive plan in place
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vulnerabilities. While the buix of 1€

strategies and technalogy empioyed [
address to security concems IS Ix=y 0
come from the services provicet, Ui
involvement of the organisaton and 1ts
user base is a critical component. As
rechnologies evolve and 2 Wider array
ces are online and networked, 1t

of device

is important to remember that the
oreatest vulnerabilities are sl inked
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volved i the everyday use of these
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