
O
nce regarded as prohibitive 
in terms of costs, the arrival 
of cloud-based solutions 
and regional hosting service 

providers is making top management 
executives and IT administrators revisit 
their approach to business continuity 
solutions. While they may shy away 
from using hosting service providers to 
manage their critical IT infrastructure 
and business-critical applications, the 
enormous savings in costs and the gains 
in deploying a cloud-based business 
continuity solution has meant that 
such services are being increasingly 
considered and tested. 

This is especially true for those 
fast-growing organisations that are 
competing in the marketplace, and yet 
lack the funds and knowledge of how 
to deploy IT departments on a large 
enough scale to sustain traditional - 
yet expensive - disaster recovery and 
business continuity solutions. 

Whether caused by technical failures, 
natural phenomena, or regional political 
disturbances, unplanned downtime 
must always be addressed by IT 
organisations in order to maintain a fully 
operational state of business. 

In the past, organisations have 
implemented disaster recovery solutions 
by selecting the most critical of their 
operations, and using a combination of 

and upgrades, and is usually a complex 
and expensive solution. 

Cloud-based solutions offer key 
advantages over traditional disaster 
recovery solutions. An integral part of 
a cloud solution is the virtualisation of 
IT asset resources, thereby reducing 
the cost of replicating IT assets for the 
recovery site. Moreover, cloud service 
providers tend to be hosted across 
multiple data centres, regionally or 
globally, and therefore, by default, deliver 
from a remote site to wherever the end 
user locates their disaster recovery site. 

Despite these obvious benefits of 
reduced costs and availability of best 
practices, end users are still reluctant 
to allow a cloud-based, third party 
supplier to manage a critical function 
like business continuity and disaster 
recovery. Their stated concerns 
revolve around loss of control, 
reduced investment in infrastructure, 
and security. However, if end users 
start looking at SaaS solutions for 
applications and IaaS solutions 
for compute requirements, their 
inhibitions in cloud-based services 
may be reduced.

Considering the growing trend of 
digital transformation and always on-
business, the coming years are likely to 
see disaster-recovery-as-a-service also 
grow into a standard cloud offering. 
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data replication, mirroring, snapshots 
and backups. Industry surveys also 
indicate that global businesses with 
growing 24x7 digital consumers can 
no longer accept business interruption 
of more than three hours and loss of 
business data of more than one hour.    

IT organisations are therefore under 
pressure to accept these recovery time 
objectives that specify the maximum 
losses in interruption that business 
managers are ready to accept. The 
availability of cloud and virtualisation 
solutions, and cloud service providers, 
is making it possible to now extend the 
protection of continuity to wider areas 
of the business at much lower costs 
and complexity. 

To synchronise between a live site 
and an offline recovery site, three typical 
stages have traditionally been adopted, 
and the same are carried forward into 
cloud-based solutions including cold, 
warm and hot recovery sites. 

A cold recovery site is typically a 
disconnected replica of the live site 
and is not usually a routinely tested 
and standby site. A hot recovery site 
on the other hand maintains near 
immediate application and data 
availability through a high speed 
network connection, server clustering, 
and synchronous replication. A hot site 
also goes through regular maintenance 

Data Loss Prevention at its best

Get your complete security in a simple 
appliance with powerful and rock solid 
foundation for your sensitive data.

CoSoSys Ltd. • Str. Croitorilor 12-14, 
2nd Fl. 400162 Cluj-Napoca, Romania
Phone: +40-264-593 110
E-mail: feedback@cososys.com

Authorized Distributor • emt Distribution
Office: 315, Building No 12, Dubai,  
Dubai Internet City, United Arab Emirates
Phone: +971 4 3699768
E-mail: sales@emt.ae

Secure your mobile devices and keep a close eye on sensitive enterprise 
data both inside and outside companies' walls.

Mobile Device Management
Control iOS and Android devices to secure corporate data

Make sure that users copy sensitive data only to encrypted USB 
devices to avoid data leakages in case devices get lost or stolen.

Enforced Encryption
Additional security for data copied on USB devices from 
Windows and Mac OS X computers

USB monitor and lockdown for Windows, Mac and Linux.

Device Control
Protect the entire network

Enforce corporate policy by ensuring documents containing confidential 
data are not shared via online applications outside the company. 

Content Aware Protection
Precise control over transfer of documents on Windows, 
Mac OS X and Linux computers

www.endpointprotector.com

98 OCTOBER 2016 www.cnmeonline.com


